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The Era of Data Breaches

In today’s data-driven economy, customers’ personal data provides a lot of 
value to organizations but also opens them up to risk: not a single month goes 
by where you don’t hear about a data breach occurring. Companies have 
incurred billions of dollars in penalties as a result of data breaches, as well as 
irreparable reputational damage.

COVID-19 has encouraged businesses to 
establish remote workforces and operate 
on cloud-based systems. The transition 
from a secure office IT infrastructure to 
an insecure network arrangement only 
exacerbates the issue.

95%

Today, human error is at blame for 95% of 
cybersecurity breaches, necessitating the 
use of automated tools that ensure the 
security of critical processes and datasets.

Organizations are required to obtain transparency into data repositories and 
analyze risk levels and data types that are at high-risk. For this purpose, an 
effective data breach assessment followed by a data breach risk severity 
assessment helps organizations. 

Where a data breach assessment helps organizations determine whether a 
security incident qualifies as a personal data breach under the relevant law, 
the data breach risk severity assessment evaluates the severity of potential 
and actual impacts of the breach and eventually enables organizations to 
determine their breach notification requirements.

Definition of 
Under Major Privacy Laws

Data Breach 

GDPR

A breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorized disclosure of, or 
access to, personal data transmitted, stored or otherwise 
processed.

CCPA

When nonencrypted and nonredacted personal information 
is subject to unauthorized access and exfiltration, theft, or 
disclosure as a result of the business’ violation of the duty 
to implement and maintain reasonable security procedures 
and practices appropriate to the nature of the information.

LGPD

Any security incident that may result in a risk or relevant 
damage to the data subjects.

NZPA

Unauthorised or accidental access to, or disclosure, 
alteration, loss, or destruction of, the personal information, 
or an action that prevents the agency from accessing the 
information on either a temporary or permanent basis.

Why do Data Breaches Occur?

Internal Threats
In most instances, employees are the 
cause of internal data breaches. It can be 
challenging to think that an employee 
would purposefully harm their own 
business, but while it does happen 
occasionally, most of the time, it is 
unintentional.

External Threats
Malware, phishing, vishing, smishing, 
DDoS attacks, and ransomware are some 
social engineering viruses and tactics that 
hackers use externally to gain access to 
your site, software, or network.

* * * * *
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Important Assessment Questions 
Organizations Need to Answer

1 Does the GDPR, CCPA, NZPA, 
LGPD, or any other data breach 
notification laws apply to your 
organization?

2 Have you mapped all the data 
across your organization?

3 Has there been a security 
incident in your organization? 4 What are the details of the 

security incident?

5 Did the security incident involve 
personal information, and 
whether it qualifies as a personal 
data breach under the law?

6 What was the nature of the 
personal data breach?

7 Was the compromised protected 
personal data encrypted, 
redacted or secured by any other 
technological means?

8 If the compromised protected 
personal data was encrypted, 
are the encryption keys or 
credentials secure?

9 Is there a risk of harm to the 
individuals whose personal data 
has been compromised due to 
its potential misuse?

10 If protected personal data was 
compromised in the breach 
incident, how many protected 
individuals’ personal data was 
affected?

11 Did you apply any appropriate 
technical and organizational 
measures to the compromised 
personal data that reduced the 
impact of the risk?

12 Have you undertaken any 
subsequent measures to lessen 
the impact of the personal data 
breach?

When organizations experience a security incident or a breach, it is imperative 
that they must consider if the security, privacy, rights, and freedom of the 
individuals have been impacted. A security incident is considered a breach 
incident under many privacy laws worldwide when it compromises the 
personal data of protected individuals.

This is where Data breach assessments can help, as they enable organizations 
to evaluate whether a security incident is a personal data breach incident. If it 
is, organizations must notify the applicable regulatory authorities and the 
impacted individual per the requirements of applicable laws.

Get Free Assessment

How Securiti Can Help

Securiti leverages AI/ML to enable organizations to automate their data breach 
management lifecycle for efficient and timely performance. With robotic 
automation, organizations can:

Connect selected data systems,

Automatically discover impacted users/identities and impacted data,

Discover global jurisdictions to comply with and users,

Ensure compliance with data and notification obligations for each 
jurisdiction,

Find potential penalties for each of the global jurisdictions and the overall 
financial impact,

Respond to incidents in a methodical way, based on regulatory facts and 
data-driven insights.
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